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Overview

Software Planner is an award winnisgftwarelifecycle management (ALM) tool that helps Information
Technology (IT) departments manage all components of software development including managing
customer requirements, project deliverabldest cases, defects, and support tickets.

Coupled with collabtive tools like document sharing, team calendars, interactive dashboards,
knowledge bases and threaded discussions, teams begin communicating more effectively and begin
delivering solutions quickly and with high quality.

This! & S NX aprodddziirfo8mation on using the features of Software Planriéyou do not have
some of the features covered in this document, you can easily add those features by contacting
SmartBeaat +1 303.76&480 or visitvww.softwareplanner.contor pricing information.

Helpful Resources
Below are some resources you might find useful:

e Software Plannec http://www.softwareplanner.com

e Feature Movies http://www.wicdirect.com/Features_SP.asp

e Enterprise Portak If you purchased the Enterprise Solution, you can be setup to log into our
Enterprise Portal. This portal contains the latest versioBatfvare Planneyinstallation
instructions, documentation (data dictionary, documentation on the API, documentation on the
Synchronization API), and access to reports and other useful utilities. To access thadente
Portal: http:// www.softwareplanner.cotEnterprise

e Supportg http:// www.softwareplanner.coSupport

¢ Training- http:// www.softwareplanner.cortraining

I Al ET EOOOAOI 060 ' OEAA

If you are not an administrator and do not need to understand how to setup security, system options,
custom fields and other administrative functions, skip ahead in this documenttp theS ND & DdzA RS
section

If you wish to watch a narrated movie thifitistrates this topicuse the link below
Managing User Security



http://www.softwareplanner.com/
http://www.softwareplanner.com/
http://www.wicdirect.com/Features_SP.asp
http://www.pragmaticsw.com/Enterprise
http://www.pragmaticsw.com/Support
http://www.pragmaticsw.com/training
http://www.pragmaticsw.com/Movies.asp?Topic=ManagingUserSecurity
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Backups
If you wish to get an automatic backup of your data on a regular schedule (daily, weekly or monthly) you

can sign up for the Automatic Backup service. GBdtup then choosédutomatic Backup Service
There is a monthly fee for this servicé/hen yousign up for the service, yaeceive a link to a down
loadable ZIP file containing CSV files for Quick Tasks, Requirements, Test Cases, Defects, Contacts and

Lists.

Setup

Contacts Collaboration

Project Management | Requirements | TestCases

Your Company Name

Project: pivision A ~ sl Automatic Backup Service

If you would like your information backed up at regular intervals and sent to one or more of your team members via mailin comma-separated (C5V) format, you can subscribs to our Automatic Backup
Service. The costofthe service is $50 per month. You can choose to receive this daily, weekly, or monthly, the S50 per month charge is a monthly charge — no matter what backup frequency you
choose

P havigaton 8
I_Iprojects (Open & Create)
1" Users on this Project
. Automatic Backup Service

You will receive an email with a link te a down-loadatle zip file containing CSV files for Quick Tasks, Requirements, Test Cases, Defects, Contacts and Lists, and an additional CSV file for Notes for each of
these entities. Due to bandwidth and CSV limitations, Project Plan Tasks, Attachments and Shared Documents are not included in this process.

contained in the backup files baing

Disclaimer:
Bac this process.

opened, viswsd or notes, att
[Configure Your Automatic Backup Service

Backup Frequeney: | Monthly i
None - Do not backup data

Automatic backup
service

Email Backups To:

Enter 2 list of email addresses, one on each line or separated by semi-colons.

[ —— |
Mote: The Zip File will be protectsd by the passiword entered above.
If you wish to receive an email confirming this update, enter your email address below:

‘Confirmation Email:

Security Setup

¢tKS fAOSyaAy3d Y2RSt Aa I daO02yOdzaNNByd dzaSNE Y2
users as you like, but only a certain number of users can connect simultaneoSsliti@re Planner
depending on the number concurrent user licenses you pwetia This is very progressive licensing
model, allowing you the freedom to setup an unlimited number of users and only pay for the number of

users that wish to connect at the same time.

Pl
(¥p])

The first step in establishing security is to determine the roledifferent users might assume. For

example, you may have different types of users in your organization (security administrators, project
managers, analysts, programmers, testers, sales people, marketing personnel, documentation specialists,
etc.). Eachfathese roles may have different security needs (for example, a project manager may need

full rights toSoftware Plannewhere a sales person may need very limited rights).




“» SmartBear

SOFTWARE
7935 East Prentice Avenue, Suite 105 SOﬁware
Greenwood Village, C&111 www.softwareplanner.com
303.768.7480
www.softwareplanner.com www.smartbear.com

Setting up Security Groups

To establish roles for different types of users, ydll use theSecurity Groupdeature. A security group

is a set of security rights for that user role and you may have many individuals in your organizations that
all into a specific security group. For example, you haasea few security administrators, few project
managers, many programmers and testers.

To establish a new security group, gahe Setuptab and choosesecurity / Security GroupsA list of
securitygroups appearNote the existing security groups below (Channel Manager Consulti)g, et
The number of users in the group appears uriéfsers column ClickAdd Newto create a new
security group.

Project: £Team - | W NoFitter) v | # Quick Search | Y Fiters | B Actions~ | {}Add New | [ |Choose Fields 7\
Actions Lll] = #Users Group Name
F’Navigatiun a8 . : Setup tab
- Y h oo 2 Users Archived Contacts
'ﬂ:l Projects (Open & Create) e 1= |
| Automatic Backup Service % ‘:. 1’:! oo 1 Users Channel Manager Consultants| )
#/ ) System Configuration % - *_1 . - Contract PIf Click Add New to create a
- ) 3 Users entra .
=l | Security el new security group.
|Users Yaaks 00 & Users Contract Programmers
« Securitv Grouns E S |

Once a security is created, you can set the security rights fosttrity group:

Project: £Team Click Privs button to set the privileges B, actionsv | {kAdd New | i |Choose Fields

N roup Name: Date Created

dhh 00 2 Users Archived Contacts 041 V2008

1]:| Projects (Open & Create)

. Autematic Backup Service ‘} ]h oo 1 Users Channel Manager Consultants 081642005
[ /) System Configuration
.Q ¥ § . %:‘ = 0 0 3 Users Contract PM 10/06/2006
=1 Security reh £l =====
\Users ‘:,]h 00 & Users Contract Programmers 12/05/2003
. Security Grouos -

Oncethe Privsbutton is clicked, you can set the rights for this set of users:
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Security Group Privileges - Security Administrator

For each security entity, you
can choose read, add,
update and/or delete rights,
or choose Full Access for all.

To update the privieges for a 2ecurity group, choose the security greup, make your changes and press Submit.

@ Return Te Listing

Security Group: | Security Administrator

Updating this securitv group affects 7 users

-
' Full Access? M rRead? M Add? W' update? H Delete?| [~

Calendars
Some areas have granular
Contact Manager access rights IeveI control rlg htS.
Allow access to items other than mine?)
Allow approving of tems? 7

Allew assigning of tems?
Allow cloging of items?
Contact Manager Folder Maintenance

Once you have defined the rights for the security group, all users in this group will now have those rights.

When setting Security Prigdes, each area of Software Planner has a block of checkbax@sdurity
Settings.

The top row of checkboxes is used kil Access, Read, Add, Updated Delete privileges.

The next checkboxes determine additional privileges:

M Full Access? l Read? M Add? M Update? B Delete?

Defects
Defects access rights |:| D |:| D |:|

D Allow access to items other than mine?
D Allow approving of tems?
] allow aseigning of tems?

[] Allow closing of tems?
Defectz Ezcalation Rules Maintenance

Defects Folder Maintenance

O O O O O
O O O O O

e Allow access to items other than mine2check this box if the users are allowed privileges to
items owned by or assigned to other users

¢ Allow approving of items?, check this box if the users are allowed to change the status to
Approved

e Allow assigning of items® Check this box if the usease allowed to assign items to other users
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¢ Allow closing of items?, Check this box if the users are allowed to change the status to Closed

The next twarows ofcheckboxes determine the privileges t6scalation Ruleand Folder
Maintenance You can sete privileges td-ull, Read, Add, Update, Deleter Escalation Ruleand
Folder Maintenancdor each area

Additional Settings
Each area of Software Planner may also have additional Security Setting specific to that area.

List Manager

In the List Managetblock, you can set privilegésst Maintenance antbr each List thatyoR @S . 6 dzA f {
Once you create a List, it will be displayed here where you can set privileges to the list.

securtyEmtty 0 [MrunRccess?@Read? [Wade>  |Wupdate? [Wpelete?

List Manager

List Manager maintenance
Add Ins
ALMU=erGroups
CampaignEmails
Campaigns
CampaignTransitions

Set privileges for each List

oooood
Ooonoor
o ) |
Ooonoor
oooood

Project Plans (Project Management)

In the Project Plarblock,use the top row to seRead, Add, Updatand/or Delete privileges for Project
Plan Maintenance.

M Full Access? M Read? M Add? W' update? M Delete?

Project Plans

Project Plan Maintenance (Project Manager) D D D D
Allow access to Project Plans other than mine
[1 Allow assigning of Project Plans

[ Project Plan Task Templates
Project Plan Tazks (Project Team Members) |:|
D Allow viewing of costs

¢ Allow access to Project Plansther than minec¢ check this box if the users are allowed
privileges to items owned by or assigned to other users

e Allow assigning oProject Plang; check this box if the users are allowed to assign items to
other users
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e Project Plan Task Templatescheck this box if theisers are allowed to maintain Task
Templates

e Project Plan Tasks (Project Team Memberset Read and/or Update privileges to Tasks

e Allow viewing of costs; Check this box if the users are allowed/tew Actual Cost fields on the
Project Plan Task

Shared Documents

In the Shared Documentblock, there is an additional check box &kip document review process

(post in final status) If this box is unchecked, the users in this Security Group upload documents as

Gt NBftAYAYLEFNEE D / KNG IiNK VA SR2 EINADAG 6 Sdra §iRE daL 2 | R

B Full Access? Il Read? W Add? W' Update? M Delete?|

Shared Documents access rights D D
Shared Document Folder Maintenance D |:| D |:| D

Skip document review process (post in Final status)¥

Management Features

Management Featuresontrol the administrative type security settings. Here, you can grant the
Security Group authority to create and maintain Projects and User Accounts. Additional checkboxes
control the authority to maintaifTraceability, Choice Lists, Company Bulletingad Alerts,Custom
Fields ProjectBulletinsand Workflow management.

If this Security Group should have the authority to view and post Work Hours for other users, check
Manage Team Member Work HourH.this is not checked, the members of the Security Group can only
view and post their own hours.
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: Security Group Privileges - Project Managers

To update the privileges for a security group, choose the security group, make your changes and press Submit.

@ Return To Listing

SecumyGroup;| Project Managers v|

0 Updating this security group affects 8§ users

Security Entity B Full Access? B Read? M Add? M update? B Delete?[iad
Manage project creation and setup
Manage user accounts

| Manage and view traceability (links between items)

] Manage choice lists

i Manage company bulleting

i Manage custom email alerts

i Manage custom fields

i Manage project bulletins

i Manage workflow and state transitions
Manage Team Member Work Hours

SCM Change Lists O O O ¥ O

=

[ Submit |

Other Areadncludes Security Settings for Source Control Management ) €G&hgd.ists.
ClickSubmitto save the Security Settings for the Security Group.

Calendars

If you would like to share calendars between team members, you can set up automatic rules for giving
ALISOATAO INRdzLIA 2F LIS2LX S NAIKGA (2 SIFOK 20iKSNRa
notice aCalendar Delegatiobutton. When this is clicked, it allows yoo set the rules for allowing this

set of users in the security group to share their calendar with others.
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Click Calendar Delegation

roject: &Team - ™ F Add New Choose Fields
i “1 ¥ putton to share calendars @
Actions, Date Created
2 0 Ers Archived Contacts 04/10/2008
'D Projects (Open & Create) ?& AL "”'-‘17
X i i B -
@-- :&:ut:rnat::c E:ckup{Senﬂce % pees alendar Delegation Channel Manager Consultants 03/M16/2005
=ztem Configuration
oSy ) ’ Y nofm 00 dUsers  Contract PM 10/08/2006
= Security 1
| yUsers Yaufm 00 B Users Contract Programmers. 12/05/2003
L .llsecurilty(}H:'ur‘B L I Y n n e S S . T S P e

For example, in th€hannel Manger Consultantecurity group, we have decided to automatically give
read acces$o all usersin all projectsto the calendar of ouChannel Manage€Consultants

Edit Calendar Delegations

[H Choice Lists @ Help

@ Return To Listing D Notes and Files

ltem 2 ¥ of13

Edit Calendar Delegations

Security Group Id: 73237

Security Group Name: Channel Manager Consultants
* Project Level: 4 -

Project Leve! will delegate the calendars as follows for each user in this Security Group:

& ALL will give each user in this Security Group access to the calendars of ALL users in ALL projects.

& MINE will give each user in this Security Group access to the calendars of ALL users in only their projects.

» NONE will remove any previous calendar access setup from this screen for each user in this Securily Group.
“Access Level: gegq

-

Access Level will set the calendar access to either Read Only or Allow Update fo the of the users ined from the specified
Project Level above.

Last Update: 03/03/2006 01:17 PM (by Miller, Steve) Created: 03032006 01:17 PM

ltem 2 ¥ of13

Adding a New User

Once your security groups are established, you can begin adding users 8ofieare Rinner. To add
a user, go tahe Setuptab and chooseSecurity / Usersthen clickAdd New
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Project: Team - w Y(No Filter)» | #§ Quick Search Ydeers %Acﬁons' @.Add New Mseﬁelds
Actions @ = Last Name First Name 5 Active User? Security Admin?
2 0 0 Batch Job ragmaticsw.com
'D Projects (Open & Create) Ao prag v \d
Automatic Backup Service 1 0 0 Berdyugin

- L] .
@) System Configuration . Click Add New to add a user

- ) : 0 0 Chekhomova
= 1) Security Lel

Users

< <<

-
Wi 0 0 Delaurel

Then fill in the details for the new usédotice theSecurity privilegeghoice list shows all the security
groups you set up previously. If you want the user to change their password on the first login, check

User(s) must change password at next logldpon pressing submit, the user will receive an email
letting them know low to log in.

Add Users
CH Choice Lists [Cr Custom Fields {g) Help

@ Beturn To Listing

*Last Hame: |

“First Name:

*Email:

*Password:

*TimeZone:
Security AdmIn [y e Security Groups are listed here
“Work Phone:

* Security privileges: archived Contactz

-

User(s) must change password at next logen
[ cancel | [ Submi |

Click theSecurity Admincheckboxgrantsadministrative rightgo the user. If this isheckedthe user

can maintain Security Groups, and maintain Security for wsetgrojects and modify Screebayouts.
You will want this box checked for your Security Administrators.




‘» SmartBear

SOFTWARE
7935 East Prentice Avenue, Suite 105 SOﬁware
Greenwood Village, C&111 www.softwareplanner.com
303.768.7480
www.softwareplanner.com www.smartbear.com

Assigning Projects Rights to the New User

You can set up one or more projects and secure each project separately. Once projects have been setup
and users are added via the metholowe, you can givepecific users different righter each project

and can restrict a user from accessing specific projetts.do thisgo to theSetuptab, clickSecurity /
Usess, and clickkhe Security Privdutton for the user

Project: <Team - | W MNoFiter)» | 3§ QuickSearch | W Fitters | BjActions+ | {JAdd New | [f]Choose Fields
Actions lL.I] = Last Name First Name Email Active User? Security Admin?
FNawgaﬁcwn - 2 0 0 Batch Job batchjob@ ti
atcl o atchjob@pragmaticsw.com
'D Projects (Open & Create) s lobiprag v \d

. Automatic Backup Service N Berdyugin Maxim max@softdev.ru v
/1) System Configuration . "
= | Security v

T=a Click Security Privs button for the user v

From here, you will see each project and choose the security group you wish to apply for each project
for this user.If you want to restrict themrbm accessing the project, choofldone¢ Cannotaccess)
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Security Maintenance - User Security

Choose a user to update their security privileges for each project. If you are not a security administrator for some of the
projects listed below, yvou can not change the security for those projects (they are listed in talice below ).

- - T_-' =
4d% Project Security #8& Security Groups | Security Entities :-El} Security Reports

User:  chekhomova, Nadya - [ Show all projects (not just my projects)

6 Projects % Sort by Project  Sort by Security Group

Project ______________________________[securityGroup

Archived Contacts (Mone - Can not access) A

Epiphany Contract Programmers A

elTeam Contract Programmers hd

Marketing (Mone - Can not access) -

Performance Baseline Contract Programmers -

Test eTeam (Mone - Can not access) -
|:| Security Admin?

TheSecurity Admir? check box grants the usére authority to managesecurityfor other users: the
use will be allowed to edit users, security groups, and security settings across projects. You will want
this box checked for users in your Security Adstiator group.

Deleting a User (Revoking all Rights)

If you wish to delete a user and remove all rights, go toSkuptab and choos&ecurity / Usersthen

clickEdit2 y G KS dzaSNJ €2dz sAaK (G2 RStSOHSI (DBelwthisi ONREt 0
record (are you surel? ¥ (i K SSybmitINS & &

2 KSYy | dzda SNJ A asoREEi&,WwBidk Meahsiit reR@v&sidhe biser drom the application

and all their rights but the user record is not physically deleféa reason for this is that youay have

items @efects, test casesequirements etc.assigned or owned by the user and history of work from

theuse) a2 6S 1SSLI GKS dzaSNJ NBO2NR Ay idlF OG F2NJ I dzRA G2
which prevents the person from logging in arenoves all their rights.
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Restoring a Deleted User

If you deleted a user and wish to restore their righys,to Setup then clickSecurity, then clicksers
then chooseActions / Show Deleted Users

Project: NFIMA - INFIMA Jpack SDK - | ¥ MNoFiter) | 3§ Quick Search | Y Filters | By Actions+ || §3Add New | [7"|Chaose Fields
actions Il ¥ Last Name Firstl| €3 Add New
P Navigation - % a 0 0 Cohen tari
11:| Projects (Open & Create) b Choose fields for this listing
. . -
_,SAutnmatlc Backup Service '3% s oo Cohen Tari2 %# Sort grid n
# /) System Configuration ,&k - 00 Rahimian Dana
=]} | Security w Manage Custom Fields
-
|U33f3. % i oo Golomb Qren [H Manage Choice Lists /
o EEELTETELE 'Ek ,1 y 00 Zyman Shy
H1 1 Impert ?] Import Users from CSV file
. " } ;
Report Set o0 H Nir B n
H(pRepo e s "B Export Users (visible fields o
A .
% L] 0o o iz ?\ Export Users (ll fields =
Sl%a, 00 Cohen Evyat
Show Deleted Users?
"S& ,"'! , 00 Zylberman Ayal T

Once this is done, you can click on that user record (noticéttiee flagis not checkedjo edit it:




















































































































































































































































































































































































































































































































































